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1. Title: Perspectives on Cybersecurity Information Sharing among Multiple Stakeholders Using a Decision‐Theoretic Approach.
Authors: He, Meilin; Devine, Laura; Zhuang, Ju.
Abstract: The government, private sectors, and others users of the Internet are increasingly faced with the risk of cyber incidents. Damage to computer systems and theft of sensitive data caused by cyber attacks have the potential to result in lasting harm to entities under attack, or to society as a whole. The effects of cyber attacks are not always obvious, and detecting them is not a simple proposition. As the U.S. federal government believes that information sharing on cybersecurity issues among organizations is essential to safety, security, and resilience, the importance of trusted information exchange has been emphasized to support public and private decision making by encouraging the creation of the Information Sharing and Analysis Center (ISAC). Through a decision‐theoretic approach, this article provides new perspectives on ISAC, and the advent of the new Information Sharing and Analysis Organizations (ISAOs), which are intended to provide similar benefits to organizations that cannot fit easily into the ISAC structure. To help understand the processes of information sharing against cyber threats, this article illustrates 15 representative information sharing structures between ISAC, government, and other participating entities, and provide discussions on the strategic interactions between different stakeholders. This article also identifies the costs of information sharing and information security borne by different parties in this public‐private partnership both before and after cyber attacks, as well as the two main benefits. This article provides perspectives on the mechanism of information sharing and some detailed cost–benefit analysis.
2. Title: Cyber Risk Management for Critical Infrastructure: A Risk Analysis Model and Three Case Studies.
Authors: Paté‐Cornell, M.‐Elisabeth; Kuypers, Marshall; Smith, Matthew; Keller, Philip.
Abstract: Managing cyber security in an organization involves allocating the protection budget across a spectrum of possible options. This requires assessing the benefits and the costs of these options. The risk analyses presented here are statistical when relevant data are available, and system‐based for high‐consequence events that have not happened yet. This article presents, first, a general probabilistic risk analysis framework for cyber security in an organization to be specified. It then describes three examples of forward‐looking analyses motivated by recent cyber attacks. The first one is the statistical analysis of an actual database, extended at the upper end of the loss distribution by a Bayesian analysis of possible, high‐consequence attack scenarios that may happen in the future. The second is a systems analysis of cyber risks for a smart, connected electric grid, showing that there is an optimal level of connectivity. The third is an analysis of sequential decisions to upgrade the software of an existing cyber security system or to adopt a new one to stay ahead of adversaries trying to find their way in. The results are distributions of losses to cyber attacks, with and without some considered countermeasures in support of risk management decisions based both on past data and anticipated incidents. 
3. Title: An Expert Elicitation of the Proliferation Resistance of Using Small Modular Reactors (SMR) for the Expansion of Civilian Nuclear Systems.
Authors: Siegel, Jonas; Gilmore, Elisabeth A.; Gallagher, Nancy; Fetter, Steve.
Abstract: To facilitate the use of nuclear energy globally, small modular reactors (SMRs) may represent a viable alternative or complement to large reactor designs. One potential benefit is that SMRs could allow for more proliferation resistant designs, manufacturing arrangements, and fuel‐cycle practices at widespread deployment. However, there is limited work evaluating the proliferation resistance of SMRs, and existing proliferation assessment approaches are not well suited for these novel arrangements. Here, we conduct an expert elicitation of the relative proliferation resistance of scenarios for future nuclear energy deployment driven by Generation III+ light‐water reactors, fast reactors, or SMRs. Specifically, we construct the scenarios to investigate relevant technical and institutional features that are postulated to enhance the proliferation resistance of SMRs. The experts do not consistently judge the scenario with SMRs to have greater overall proliferation resistance than scenarios that rely on conventional nuclear energy generation options. Further, the experts disagreed on whether incorporating a long‐lifetime sealed core into an SMR design would strengthen or weaken proliferation resistance. However, regardless of the type of reactor, the experts judged that proliferation resistance would be enhanced by improving international safeguards and operating several multinational fuel‐cycle facilities rather than supporting many more national facilities.
4. Title: Dynamic Blowout Risk Analysis Using Loss Functions.
Authors: Abimbola, Majeed; Khan, Faisal.
Abstract: Most risk analysis approaches are static; failing to capture evolving conditions. Blowout, the most feared accident during a drilling operation, is a complex and dynamic event. The traditional risk analysis methods are useful in the early design stage of drilling operation while falling short during evolving operational decision making. A new dynamic risk analysis approach is presented to capture evolving situations through dynamic probability and consequence models. The dynamic consequence models, the focus of this study, are developed in terms of loss functions. These models are subsequently integrated with the probability to estimate operational risk, providing a real‐time risk analysis. The real‐time evolving situation is considered dependent on the changing bottom‐hole pressure as drilling progresses. The application of the methodology and models are demonstrated with a case study of an offshore drilling operation evolving to a blowout.
5. Title: Providing Limited Local Electric Service During a Major Grid Outage: A First Assessment Based on Customer Willingness to Pay.
Authors: Baik, Sunhee; Morgan, M. Granger; Davis, Alexander L.
Abstract: While they are rare, widespread blackouts of the bulk power system can result in large costs to individuals and society. If local distribution circuits remain intact, it is possible to use new technologies including smart meters, intelligent switches that can change the topology of distribution circuits, and distributed generation owned by customers and the power company, to provide limited local electric power service. Many utilities are already making investments that would make this possible. We use customers' measured willingness to pay to explore when the incremental investments needed to implement these capabilities would be justified. Under many circumstances, upgrades in advanced distribution systems could be justified for a customer charge of less than a dollar a month (plus the cost of electricity used during outages), and would be less expensive and safer than the proliferation of small portable backup generators. We also discuss issues of social equity, extreme events, and various sources of underlying uncertainty.
6. Title: Assessing the Cost of Large‐Scale Power Outages to Residential Customers.
Authors: Baik, Sunhee; Davis, Alexander L.; Morgan, M. Granger.
Abstract: Residents in developed economies depend heavily on electric services. While distributed resources and a variety of new smart technologies can increase the reliability of that service, adopting them involves costs, necessitating tradeoffs between cost and reliability. An important input to making such tradeoffs is an estimate of the value customers place on reliable electric services. We develop an elicitation framework that helps individuals think systematically about the value they attach to reliable electric service. Our approach employs a detailed and realistic blackout scenario, full or partial (20 A) backup service, questions about willingness to pay (WTP) using a multiple bounded discrete choice method, information regarding inconveniences and economic losses, and checks for bias and consistency. We applied this method to a convenience sample of residents in Allegheny County, Pennsylvania, finding that respondents valued a kWh for backup services they assessed to be high priority more than services that were seen as low priority ($0.75/kWh vs. $0.51/kWh). As more information about the consequences of a blackout was provided, this difference increased ($1.2/kWh vs. $0.35/kWh), and respondents' uncertainty about the backup services decreased (Full: $11 to $9.0, Partial: $13 to $11). There was no evidence that the respondents were anchored by their previous WTP statements, but they demonstrated only weak scope sensitivity. In sum, the consumer surplus associated with providing a partial electric backup service during a blackout may justify the costs of such service, but measurement of that surplus depends on the public having accurate information about blackouts and their consequences.
7. Title: Bayesian Networks to Compare Pest Control Interventions on Commodities along Agricultural Production Chains.
Authors: Holt, J.; Leach, A. W.; Johnson, S.; Tu, D. M.; Nhu, D. T.; Anh, N. T.; Quinlan, M. M.; Whittle, P. J. L.; Mengersen, K.; Mumford, J. D.
Abstract: The production of an agricultural commodity involves a sequence of processes: planting/growing, harvesting, sorting/grading, postharvest treatment, packing, and exporting. A Bayesian network has been developed to represent the level of potential infestation of an agricultural commodity by a specified pest along an agricultural production chain. It reflects the dependency of this infestation on the predicted level of pest challenge, the anticipated susceptibility of the commodity to the pest, the level of impact from pest control measures as designed, and any variation from that due to uncertainty in measure efficacy. The objective of this Bayesian network is to facilitate agreement between national governments of the exporters and importers on a set of phytosanitary measures to meet specific phytosanitary measure requirements to achieve target levels of protection against regulated pests. The model can be used to compare the performance of different combinations of measures under different scenarios of pest challenge, making use of available measure performance data. A case study is presented using a model developed for a fruit fly pest on dragon fruit in Vietnam; the model parameters and results are illustrative and do not imply a particular level of fruit fly infestation of these exports; rather, they provide the most likely, alternative, or worst‐case scenarios of the impact of measures. As a means to facilitate agreement for trade, the model provides a framework to support communication between exporters and importers about any differences in perceptions of the risk reduction achieved by pest control measures deployed during the commodity production chain.
8. Title: Tornado Warning Perception and Response: Integrating the Roles of Visual Design, Demographics, and Hazard Experience.
Authors: Schumann III, Ronald L.; Ash, Kevin D.; Bowser, Gregg C.
Abstract: Recent advancements in severe weather detection and warning dissemination technologies have reduced, but not eliminated, large‐casualty tornado hazards in the United States. Research on warning cognition and behavioral response by the public has the potential to further reduce tornado‐related deaths and injuries; however, less research has been conducted in this area compared to tornado research in the physical sciences. Extant research in this vein tends to bifurcate. One branch of studies derives from classic risk perception, which investigates cognitive, affective, and sociocultural factors in relation to concern and preparation for uncertain risks. Another branch focuses on psychological, social, and cultural factors implicated in warning response for rapid onset hazards, with attention paid to previous experience and message design. Few studies link risk perceptions with cognition and response as elicited by specific examples of warnings. The present study unites risk perception, cognition, and response approaches by testing the contributions of hypothesized warning response drivers in one set of path models. Warning response is approximated by perceived fear and intended protective action as reported by survey respondents when exposed to hypothetical tornado warning scenarios. This study considers the roles of hazard knowledge acquisition, information‐seeking behaviors, previous experience, and sociodemographic factors while controlling for the effects of the visual warning graphic. Findings from the study indicate the primacy of a user's visual interpretation of a warning graphic in shaping tornado warning response. Results also suggest that information‐seeking habits, previous tornado experience, and local disaster culture play strong influencing roles in warning response.
9. Title: Risk Communication Emergency Response Preparedness: Contextual Assessment of the Protective Action Decision Model.
Authors: Heath, Robert L.; Lee, Jaesub; Palenchar, Michael J.; Lemon, Laura L.
Abstract: Studies are continuously performed to improve risk communication campaign designs to better prepare residents to act in the safest manner during an emergency. To that end, this article investigates the predictive ability of the protective action decision model (PADM), which links environmental and social cues, predecision processes (attention, exposure, and comprehension), and risk decision perceptions (threat, alternative protective actions, and stakeholder norms) with protective action decision making. This current quasi‐longitudinal study of residents (<italic>N</italic> = 400 for each year) in a high‐risk (chemical release) petrochemical manufacturing community investigated whether PADM core risk perceptions predict protective action decision making. Telephone survey data collected at four intervals (1995, 1998, 2002, 2012) reveal that perceptions of protective actions and stakeholder norms, but not of threat, currently predict protective action decision making (intention to shelter in place). Of significance, rather than threat perceptions, perception of Wally Wise Guy (a spokes‐character who advocates shelter in place) correlates with perceptions of protective action, stakeholder norms, and protective action decision making. Wally's response‐efficacy advice predicts residents’ behavioral intentions to shelter in place, thereby offering contextually sensitive support and refinement for PADM.
10. Title: Hazard Experience, Geophysical Vulnerability, and Flood Risk Perceptions in a Postdisaster City, the Case of New Orleans.
Authors: Gotham, Kevin Fox; Campanella, Richard; Lauve‐Moon, Katie; Powers, Bradford.
Abstract: This article investigates the determinants of flood risk perceptions in New Orleans, Louisiana (United States), a deltaic coastal city highly vulnerable to seasonal nuisance flooding and hurricane‐induced deluges and storm surges. Few studies have investigated the influence of hazard experience, geophysical vulnerability (hazard proximity), and risk perceptions in cities undergoing postdisaster recovery and rebuilding. We use ordinal logistic regression techniques to analyze experiential, geophysical, and sociodemographic variables derived from a survey of 384 residents in seven neighborhoods. We find that residents living in neighborhoods that flooded during Hurricane Katrina exhibit higher levels of perceived risk than those residents living in neighborhoods that did not flood. In addition, findings suggest that flood risk perception is positively associated with female gender, lower income, and direct flood experiences. In conclusion, we discuss the implications of these findings for theoretical and empirical research on environmental risk, flood risk communication strategies, and flood hazards planning.
11. Title: The Mediated Amplification of a Crisis: Communicating the A/H1N1 Pandemic in Press Releases and Press Coverage in Europe.
Authors: Rossmann, Constanze; Meyer, Lisa; Schulz, Peter J.
Abstract: In the aftermath of the A/H1N1 pandemic, health authorities were criticized for failures in crisis communication efforts, and the media were accused of amplifying the pandemic. Considering these criticisms, A/H1N1 provides a suitable case for examining risk amplification processes that may occur in the transfer of information from press releases to print news media during a health crisis. We integrated the social amplification of risk framework with theories of news decisions (news values, framing) in an attempt to contribute to existing research both theoretically and empirically. We conducted a quantitative content analysis of press releases disseminated by health and governmental authorities, as well as the quality and tabloid press in 10 European countries between March 2009 and March 2011. Altogether 243 press releases, 1,243 quality press articles, and 834 tabloid press articles were coded. Consistent with research on news values and framing the results suggest that quality and tabloid papers alike amplified A/H1N1 risks by emphasizing conflict and damage, presenting information in a more dramatized way, and using risk‐amplifying frames to a greater extent and risk‐attenuating frames to a lesser extent than press releases. To some extent, the quality and tabloid press differed in how risk information was presented. While tabloid press articles seemed to follow the leading quality press with regards to content and framing of health crisis coverage, they exhibited a stronger emphasis on drama and emotion in the way they presented information.
12. Title: A Bayesian Belief Network Model Assessing the Risk to Wastewater Workers of Contracting Ebola Virus Disease during an Outbreak.
Authors: Zabinski, Joseph W.; Pieper, Kelsey J.; Gibson, Jacqueline MacDonald.
Abstract: During an outbreak of Ebola virus disease (EVD), hospitals’ connections to municipal wastewater systems may provide a path for patient waste bearing infectious viral particles to pass from the hospital into the wastewater treatment system, potentially posing risks to sewer and wastewater workers. To quantify these risks, we developed a Bayesian belief network model incorporating data on virus behavior and survival along with structural characteristics of hospitals and wastewater treatment systems. We applied the model to assess risks under several different scenarios of workers’ exposure to wastewater for a wastewater system typical of a mid‐sized U.S. city. The model calculates a median daily risk of developing EVD of approximately 6.1×10−12 (90% confidence interval: 1.0×10−12 to 5.4×10−9; mean 1.8×10−6) when no prior exposure conditions are specified. Under a worst‐case scenario in which a worker stationed in the sewer adjacent to the hospital accidentally ingests several drops (0.35 mL) of wastewater, median risk is 5.8×10−4 (90% CI: 8.8×10−7 to 9.5×10−2; mean 3.2×10−2) . Disinfection of patient waste with peracetic acid for 15 minutes prior to flushing decreases the estimated median risk to 3.8×10−7 (90% CI: 4.1×10−9 to 8.6×10−5; mean 2.9×10−5). The results suggest that requiring hospitals to disinfect EVD patient waste prior to flushing may be advisable. The modeling framework can provide insight into managing patient waste during future outbreaks of highly virulent infectious pathogens.
13. Title: Multi‐Exposure Pathway Model to Compare Escherichia coli O157 Risks and Interventions.
Authors: Chapman, B.; Pintar, K.; Smith, B. A.
Abstract: The relative contributions of exposure pathways associated with cattle‐manure‐borne <italic>Escherichia coli</italic> O157:H7 on public health have yet to be fully characterized. A stochastic, quantitative microbial risk assessment (QMRA) model was developed to describe a hypothetical cattle farm in order to compare the relative importance of five routes of exposure, including aquatic recreation downstream of the farm, consumption of contaminated ground beef processed with limited interventions, consumption of leafy greens, direct animal contact, and the recreational use of a cattle pasture. To accommodate diverse environmental and hydrological pathways, existing QMRAs were integrated with novel and simplistic climate and field‐level submodels. The model indicated that direct animal contact presents the greatest risk of illness per exposure event during the high pathogen shedding period. However, when accounting for the frequency of exposure, using a high‐risk exposure‐receptor profile, consumption of ground beef was associated with the greatest risk of illness. Additionally, the model was used to evaluate the efficacy of hypothetical interventions affecting one or more exposure routes; concurrent evaluation of multiple routes allowed for the assessment of the combined effect of preharvest interventions across exposure pathways—which may have been previously underestimated—as well as the assessment of the effect of additional downstream interventions. This analysis represents a step towards a full evaluation of the risks associated with multiple exposure pathways; future incorporation of variability associated with environmental parameters and human behaviors would allow for a comprehensive assessment of the relative contribution of exposure pathways at the population level.
14. Title: A Reliability‐Based Capability Approach.
Authors: Tabandeh, Armin; Gardoni, Paolo; Murphy, Colleen.
Abstract: This article proposes a rigorous mathematical approach, named a reliability‐based capability approach (RCA), to quantify the societal impact of a hazard. The starting point of the RCA is a capability approach in which capabilities refer to the genuine opportunities open to individuals to achieve valuable doings and beings (such as being mobile and being sheltered) called functionings. Capabilities depend on what individuals have and what they can do with what they have. The article develops probabilistic predictive models that relate the value of each functioning to a set of easily predictable or measurable quantities (regressors) in the aftermath of a hazard. The predicted values of selected functionings for an individual collectively determine the impact of a hazard on his/her state of well‐being. The proposed RCA integrates the predictive models of functionings into a system reliability problem to determine the probability that the state of well‐being is acceptable, tolerable, or intolerable. Importance measures are defined to quantify the contribution of each functioning to the state of well‐being. The information from the importance measures can inform decisions on optimal allocation of limited resources for risk mitigation and management.
以下是书评：
15. Title: Review of Adaptive Markets: Financial Evolution at the Speed of Thought.
Authors: Dudley, Susan E.
Abstract: The article reviews the book “Adaptive Markets: Financial Evolution at the Speed of Thought,” by Andrew W. Lo.
